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Mitigating Risk In f"CPA and Other 
Cross-Border Transactions 

By Jacob S. Frenkel and Ira E. Hoffman 

The "good news" is that President Obama has launched 

the "National Export Initiative," with the goal of doubling 

exports over the next five years by "working to remove 

trade barriers abroad, by helping firms - especially small 

businesses - overcome the hurdles to entering new export 
markets, by assisting with financing, and in general by 

pursuing a Government-wide approach to export advo­

cacy abroad, among other steps." Exec. Order No. 13,534, 75 

Fed. Reg. 12,433 (Mar. 11, 2010). In other words, the Federal 

Government is committed to helping grow exports at an 

unprecedented pace, and Maryland businesses that are inno­

vators in such areas as technology, pharmaceuticals, home­

land securi ty and defense can look forward to significantly 

increased cross-border opportunities. 
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The "bad news" is that the 

Gove rnmen t a lso is intensify ing 
enforcement of the Foreign Corrupt 
Practices Act (a FCPA"). 15 U.S.c. §§ 
78dd- l et Stq., and other statutes gov­

erning the cond uct of and compli ­
ance by U.S. com pani es and persons. 

and thei r representatives. seeking to 
enter or expand business in in ter­
nati ona l marke ts. For exa mple, the 
FCPA enforcement trail in the first 
quarter oi calendar year 2010 is Ijt­

tered with such international co rpo­
ra te giants as BAE Systems pic (but 
not its Ma ryland-based U.s. subsid­

ia ry, BAE Systems. Inc.), which paid 
a $400 million crimina l Hne for vio lat­
ing the FCPA (and the Arms Export 
Control Act and lnternational Traffic 

in Arms Regu lationst and Daimler 
AC, which, together with three non­
U.S. subsidiaries, pa id $185 million in 
cri minal fines and civi l penalties for 
FCPA violations. 

In late 2008, Siemens AG set the 
record for off-the-charts penalties, as 
coord inntcd enforcement nctions by 

DO], the Securities and Exchange 
Commission ("SEC") and German 
authorities resulted in the payment 
of pellallies alone of $1.6 Billion. Yet, 

al the othe r end of the tmforcement 
spectrum, but of equally high profile, 
wos the orrest of 22 persons from 16 

di.fferent compani es in Janu ary 2010 
as a result of a multi-year sting ope ra­
tion in the military and law enforce­
ment products ind ustries. Sec, e.g., 
http:// www.shulmanrogers.com / 
media / publication / 63_ENFORCE. 
pdf. As of the ~nd of the fi rst quarte r 
of 2010, DO] has app ro:.: imately "]40 
active FCPA investigations. 

Despite such drumatic changes in 
doing business globally, U.S. law­
ye.rs instinctively focus on the effi­

cacy and enforceabi li ty of contracts. 
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The.re often is a general knowledge 
that certain cou ntries are off limi ts, 

certnin prod ucts are not eligible for 
export and certain l"uur practices 

arc no t acceptable. Once corporate 
managers identify target countries 
for expansion, the outreach to effect 
market penetrat ion begins. Before 

looking beyond America's bo rders 
to new business frontie rs, however, 
companies arc best served if they first 
look internally at their compliance 

systems and governance stru ctu re, 
as the effectiveness of these essen­
tial corporate principles cou ld impact 

s ignificantly the ability of compa­
nies to contin ue doing business both 
domestically and intcmat iona lly. 

An intense and understandable 
focus on a company's revenue gen­

e ration, particuJarly in non-publicly 
held and smaller companies, tends to 
resu lt in delaying the adoption and 

implementation of prudent gove r­
nance policies and procedures. That 
is, until it' s too late. E:.:ecutives often 
view compliance and governance 

issues as unnecessary costs, a dra in 
on the bottom line. As a result, they 
are morc incl ined to react to prol:>lems 
than proactively miti gate risk. It is 

the execu tives and di rectors acting 
with foresight who view governance 
as an integra l pa rt of doing business 

on a daily basis. Regardless of per-­
spective, the current business di mal'e 
- which wi ll no t change - fea tures 
an ex pecta tion that co rpornti ons be 

good citizens, and tht:! telllplate for 
corporale citizenship and best prac­
tices is accomplished through a gov­
ernance program. 

DOj undoubtedly recognizes that 
the push to prosecute individ u­
als, such as principals, agents and 

em ployees of many smaller compa­
nies in the Janu ary sting operation, 

is more likely to get the attention of 
business execut ives and managers 
than prosecutions of corporate enti­
ties. Indeed, as the Assistant Attorney 
Gene ral for the Criminal Division 

said in February 2010, " Ihe pros­
pect of significant prison sentences 

fo r indiv id ua ls should make clear 
to every corporate executive, every 
board member, and every snles agent 
that we will seck to hold you pe r­
sonally accoun table for FCPA vio la­

tions." Sec http: // www.justice.gov / 

cri mina l ! pr / spceches / 20"lO/02/02-
25- \ Oaag -American Ba r A ssos ia ti on. 

pdf. Since then, Philadelphia-based 
export compan y Nexus Technologies 
In c., a privately-held corporati on, 
and three of its employees pleaded 

guilty to bribing Vietnamese officials 
in exchange for lucrati ve contracts to 
supply equ ipment and technology 

to Vietnamese government agencies. 
Nexus' President and owner, as well 
as two of his siblings, a lso pleaded 
guilty to offenses that included FCPA 

violations . Then, two days after the 
Nexus announcement, DOl reported 
that Innospcc, lnc., a publicly-held 
sp&ialty chemica l company and 

Delnwnre corporation, pleaded guilty 
to vio lating the FCPA and the u.s. 
embargo against Cuba, and agreed to 

pay a $14.1 million fine. 
DOr s he igh Ie ned en forcement 

has reached such a seal" that TIME 
Magazine recently described the FCPA 

as "a far-reaching bit of American 
legisla tion thl1t cracks down on cor­
porate bribery in all its forms and is 

rattling the cages of corporate chie fs 
the world over." K. Stie r, U.S. Caslles IIr 
011 Corporale Corrllptioll Ollersens, TIME, 
Apr. 7, 2010, at 1. nvaifnllle at http:/ / 

www.t ime.com / time / business / arti ­
c1e / O,8599,1977526,OO.html. Th is from 
a statute that traces its rOOts to sev-



eral cases in the early 1970s involving 
the fraudu lent concealment of illegal 
corpora te campaign contributions in 
publ ic company books and record s. 
Report of tile Securities (Juri £:rcilnllge 
COlf/lllissioll 011 Qllestiollable a/lfi Illegal 

Corpora te Paymell ts al/d Pmctices, 
Senate Comm. on Banking. Hous. & 
Urban Affairs, 94'" Cong., 2d. Sess. 
(Com m. Print 1976). 

Focusing solely on the corpora te 
bribery compone.nt of the FCPA over­
looks its most widely applied sec­
tion, what securiti es lawyers call the 
"books and records" provision, 15 
U.S.C §78m(b), which requ ires issu­
ers wi th securi ties registered wi th 
and required to file period ic reports 
with the SEC to keep books and 
records that accurately reflect the dis­
pos ition of the corporation's assets. 
Whe.n a pu blic company files financial 
sta temen ts with the SEC in con­
nection with its periodic reporti ng 
obl iga tions or the reg istration of 
securities, and those financial state­
ments a re fa lse in some material 
respect, the SEC's civil enforcement 
actions t)'p ically include a violation 
of the books and records provision. 
Additionally, where the f<lcts suggest 
that a public company has violated 
the FCPNs anti-bribery prov isions, 
but there is insufficient evidence to 
charge the company under the brib­
ery section, the SEC w ill bring civil 
charges for violations of the books 
and records prov ision. 

The more notable component of 
the FCPA nevertheless is the anti­
bribery provision in section 30Aof the 
Exd,onge Act, which applies eq ual­
ly to private persons and privately 
held and publkly held companies 
and their officers, employees and 
agents. Specifica ll y, the bas ic e le­
ments of the anti-b ribery prohibi tion 

of the FCPA are: 

• giving, offering or promising to 
give anyth ing of value 

• "corrll ptl y" 
• to an officer, employee or agent 

of a foreign govern men t or inter· 
national orga ni zation, or instru­
mentality of that government or 
organization, or a fore ign politi­
cal party 

• while knowing that the gift, offer 
or promise to g'ive is 

• for the purpose of infl uencing 
or induci ng an act or decision, 
"securing any imprope r advan­
tage," or "inducing such foreign 
official to use his influence" 

• " in order to ass ist ... in obtain­
ing or retain ing business for or 
w ith, o r rl irr-c t istg bus iness to, 

any person." 

See 15 U.s.c. §§ 78dd-l, 78dd -2. II 
is important to note that the FCPA 
applies to acts occu rring entirely out­
side of the United States. As such, 
the statute confe rs ju risd iction over 
the unl awfu l conduct, eliminating 
the need to asce.rta in whether the 
conduct satisfies the traditional tests 
for subject matter jurisd ict-ion. The 
FCPA im poses liabili ty for acts of 
foreign agents acting on behal f of the 
"issuer" o.r "domestic concern ." Id. § 
78dd-2(a) . 

Moreover, the FCPA defines broad­
ly a "fore ign offic.ia l" as "any officer 
or em ployee of a foreign govern­
ment or any department, agency, or 
instrumentality [oi that government. 
departmen t or agency], or of a pub­
lic in temational organization, or any 
person acting in an official capac­
ity for or on behalf of ilny such gov­
ernment or department, agency, or 
instrumen tali ty, or fo r or on behalf of 

any such public interna tional orga ni­
zaHon." td. § 78dd-2(h)(2). 

The FCPA also provides specif­
ic gujdance as to what consti tutes 
"knowledge" under the sta tute. Id . 

§§ 78dd-l(I)(2), 78dd-2(h )(3), 78dd-
3(f)(3), The de finition of "knowl­
edge" w ith respect to "conduct, a 
circumstance or a result" incl udes 
actual awareness, recogni tion of ci r­
cumstances that may give rise to a 
rcsuit, or a "high probability" of the 
existence the ci rcumstances required 
for a l1 offense. Id. The te rm "knowl­
edge" fu rther includes "deliberate 
igno rance" - that is, a person's con­
scious decision to avoid learning the 
truth. See H.R. Conf. Rep. No. 100-
576, repril/led ill 1988 U.S.CCA.N. at 
1952-54. (Congress intended fo r the 
FCPA to cover those persons who 
de liberatel y choose to ignore evidence 
of possible FCPA violations -- "both 
prohib ited act ions that are takeJl 
with 'actual knowledge' of intended 
resul ts as well as other actions that, 
while falUng short of what the law 
terms 'positive knowledge,' neverthe­
less ev idence a conscious disrega rd 
u t· tldi !JcC<tLe igllural1l:c uf kllown 

circumstances that should reasonabl y 
alert one.> to the high probabil ity of 
violations of the Act. ") 

It is not FCPA enforcement nlone 
that has created a sen change of 
expectntions with respect to corpo­
ra te compl iance. The guilty plea by 
BAE Systems pic included viola­
tions of the Arms Ex port Control Act 
("AECA"), 22 U.s.c. §§ 2751-2799.,-

2, and the Interna tional Traffic in 
Arms Regulations (" ITAR"), 22 CF.R. 
Parts 120-30. Other statutes and regu­
la tions well within the in ternational 
enforcement umbrell a include the 
Money Laundering Control Act of 
1986, 18 U.S.C §§ 1956-57; the Trading 
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with the Enemy Act ("TWEA"), 50 

U.5.c. App. §§ 5, 16; the Lnternational 
Emergency Economic Powers Act 
("IEEPA"), 50 USC §§ 1701--IJ6; the 

sancti ons regulations promulga ted 
pursuant to I.EE PA by the Treasu ry 
Department's Office of Foreign Asset 
Controls ("OFAC"), sC£' 31 C.ER. Parts 

500-598; the Export Ad ministration 
Reguliltions ("EA R"), 15 CF.R. Parts 
730-774; the Foreign Assistance Act, 

22 U.5.c. §§ 2151-243 1k; the An ti­
Boyc()tt Regul<ltions, 15 C.F.R. Part 
760; and various sections of the USA 
PATI~ IOT Act, Pub. L. No. 107-56, 115 

Stat. 272 (20tll). 
These statu tes and regu lations all 

include civ il penalties and fines for 

vio lations and most provide cri minal 
sanctions, too. Moreover, the iEE PA 
Enhancement Act of 2007, I)ub. L. 
No. 110-96, 121 Stat. 1011 (2007), 
"enhanced" the penalties that com­

panies, their executives, d.irectors, 
agents, and employees may face for 
v iolating IEE PA, the TWEA, EAR, 

Anti-Boycott regulations and OFAC 
regulations. Spl'cifically, willful vio­
lations of these IEEPA-covercd stat­

utes and regu lations now may result 
in criminal penalt ies of up to $1 mi l­
li on for companies and individuals, 
as well as imprison ment for up to 
20 years for jndividuals, per count; 

and civil fines may also be imposed 
(0 1' each violation of up to $250,000 
or twice the amOllnt of the transac­

tion that is the basis of the viola­
tion, whichever is g reatc(. 50 U.S.C. 

§ 1705. 

The potential consequences of 
FCPA violations are a crim inal fine of 
up to $2 millio n per violation of the 
antibribe ry provisions for a company, 
and a crimjnal fine of up to $250,000 

per violation and imprisonment for 
up to five years for an ind.ivid ual. 15 
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U.S.C §§ 7Bdd -2(g), 7Bdd-3(e), "nd 

78fHc) . Wi llful violations of the books 
and records and internal control pro­

visions also can result in crimina l 
fines of up to $25 million fo r a publi c 
company and a criminal fine up to $5 

mil lion as well as imprisonment for 

u p to 20 yea rs for responSible co rpo­
rate officials. 15 U.5.c. § 78ff(a). There 
a lso are possible collateral sanctions, 

induding suspension and debarmen t 
from government contracting pro­
grams for vio lations of any of these 
statutes or regula tions . See DFARS 

Export-Controll ed Items, 75 Fed. Reg. 
18,030 (Apr. 8, 2010) (to be codified at 
48 CF.R. § 252.204-7(08). 

Ignorance and economics are 
not sou rces of protection for com­
panies; governance and compliance 

progra ms arc. The U.S. Sentencing 
Guideli.nes applicable 10 orgnni z.a ­
tions set forth expressly what con­
stitutes an effective compliance and 
ethics program. See U.5.5.G. §8B2.! 

(2009) (viewed at http: //www.uf;sc. 
gov / 2009g uid / TABCO N09. htm ). 
The Principles of FcderaJ Prosecution 

of Busi ness Organ izations govern­
ing 001 (U.S.A.M. 9-28.000, et ~eq.) 
("Corporate Prosecution Principles" ), 
identi fy one of the factors that prose­

cutorsshould consider in determining 
the proper treatment of a corporate 
target as "the existence and effective­

ness of the corporation's pre-existing 
compliance program .... " U.S.A.M. 
9-28.300 (2008). The Commen t to the 
Co rporate Prosecuti on P rinciples 

ex plains what prosecutors examine 
in eva luating a co mpliance progra m: 

While the Department recogni zes 
that no com pliance program can 
ever prewnt all criminal activily 

by a corporation's employees, the 
critical factors in evaluatin~ any 

progmm arc whelher the program 
is adeq uately designed for maxi­

mum e ffecti ve ness in preve nt­
ing and detecting wrongdOing by 
employee-sand whether cor po rate 

management is enforcing the pro­
gTam or is taciUy encouraging or 
pressuring employees to engage 
in misconduct to achieve busi­

ness objectives. The Department 
has nO fo rmu laic requirements 
rega rding corporate compliance 

prog ram s. The fundament al 
ques t'ions any prosecutor should 
ask are: Is the corporation's com­

pliance program well designed? 
Is the program being applied ear­
nestly <lnd in good faith? Docs 
the corporation's compliance pro­

g ram work? In answering these 
fjIIP"tions, the prosecutor shou ld 
consider the comprehensivcnehs 
of the compli ance program; the 

extent and pervasiveness of the 
criminal misconduct; the num­
be .. and level of the corporalI.' 

employees involved; the serious­
ness, duration, and frequency of 
the misconduct; and any remedial 

actions taken by the corporation, 
includi ng, fo r example, diSciplin­
a ry action against past violators 
uncove.red by the prior compl.i­

ance prog ram, and revisions to 
corporate complia nce programs 
in light (If lessons learned . 

Comment, U.s.A.M. 9-28.800, B. 
(2008). These standa rds do not distin­
guish companies ba!*.'<I. on whethe r 

they are public or non-pUblic, large 
or small, o r particular revenue 
th resholds. 

Whal then should compan ies of 

all sizes do upon discovering a pos­
sible violation, particu la rly one that 
may subject the corporation or offi-



cers, directors, employees or agents 
to criminal prosecution? The short 

answer, although a treatise unto 
itself, is to conduct an independent 

corporate investigation. A prope rly 
conducted investigation brings the 
insight of regu lators and prosecuto rs 
to the analysis, effectively ma neu­
vers the corporate culture, adroitly 

develops evidence without the ben­
efit of subpoena power, understands 
the voluntary and compulsory self­
disclosure regimes in play, and com­

mands the respect of management, 
the board and regulators upon pre­
sentation of findings and recommen­
dations. The information developed 

about acts and omissions, evaluated 
in the context of lawful and ethical 
conduct, becomes the benchmark for 

determin ing what, if any, corrections 
are necessary or disclosure strategies 
may be advisable. 

In the world of compliance, one 

size does not and cannot fit all. Since 
each company faces unique risks, 
compliance programs must be tai­
lored . Implementi ng a compliance 

program in consultation with counsel 
is a best practice, because manage­
ment and the directors can discuss 
the issues under the protection of the 

attorney-client privilege. If a compa­
ny constantly is recognizing, address­
ing, and considering the risks that it 

confronts, then it should attempt on 
an ongoing basis to evaluate how to 
improve its governance systems to 
reduce its risk exposure. The role of 

counsel should be to assist a compa­
ny in the development and admin is­
tration of a compliance program, not 
policing the program. 

American businesses are motivated 

to expand overseas, and the President's 
new National Export Initiative will 
increase that motivation. Noticeably 

absent from the Initiative's "Export 
Promotion Cabinet," however, is 

the Cabinet official responsible for 
enforcing criminally the FCPA and 
the other statu tes and regulations 
affecting international transactions -

the Attorney General. 
On o ne h;:md, the President is 

encouraging redUCing barriers to 

trade and "tak/ingl steps to improve 
market access overseas for our 
manufacturers, farmers, and service 

providers by actively opening new 
markets, reducing significant trade 
barriers, and robustly enforcing our 
trade agreements." Exec. Order No. 
13,534, § 3(g). On the other hand, 

DOJ, the SEC, and other federal regu­
lators with en forcement jurisdiction 
over cross-border transactions are 
watch ing closely to ensu re that there 

is strict compliance with all federal 
laws. There is no better way to ensure 
complia nce than to take trade over­

seas with an effective compliance 
program in tow. 

Mr. Frenkel chairs the Corporate 
Investigations, Governance and Risk 
Management and White-Collar Crime 
practice groups at the Potomac law firm 
Shulman Rogers. He may be reached 
atjfrenkel@shulmanrogers.com. Mr. 
Hoffman chairs Shulman Rogers' 
Government Contracts and International 
practice groups. He may be reached at 
ihoffman@shulmanrogers.com. 
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