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Expert Insight 

In social media world, protect your trade secrets 
By Peter J, Toren O 

nee dIe provinroof roIlege<tudenls 
and 20-s0medlln~, sodal media 
plalfofTn$ have beoome an esmb­
lI. hod means of communiCllt!Dn 

for businesses dlat want a better and more 
efficient way to connect widl dleir custom­
ers and clients, 

But like almost any new technology, it Is 
not widlout pitfalls, not least among them 
a grealer risk of loss of trade secrets and Ihe 

potential dilution of a brand's trademarl<s. 
Trade secrets are an Imponant part of a 

company's InleUectual property portfolio 
and almOSI every company, regardless of 
size, has Information word! protecting, This 
protection can exisl for virtually any bus~ 
ness information as long as the trade secret 
provides value and is not publicly known. 

A trade secret can Include everything from 
the method to bake Thomas English mullins 
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with dleir famous "nooks and craruties" to 
more mundane things such as customer lists 
or pric\ngirlformation. The only real require­
menl is dlat reasonable sleps be taken to 
keep the information confidential. Whal is 
"reasonable" depends on the value of thaI 
information. 

WhUe trade secret protection may be easy 
10 obtain, il canjust as easUy be losl through 
public dlsclosure, even If accidental. 

Businesses must remain vigilanl, and 
faUure to do so might result in significant 
finandallosses, Additionally, lnappropriale 
actions could potentlaUy damage a compa­
ny's reputation, image, goodwill and, mosl 
importantly, its competitive advantage. 

Soda! media increases the risk of loss of 
trade secrel protection in a number of ways. 

First, many oompanles do not fully under­
stand how their employees are using social 
media professionally and privalely, Employ­
ees maybe usingsocia\ media 10 interact with 
customen and potential customers without 
fuUy understanding what sort of informa­
tion can be used in this process. Before the 
rise of social media, information provided 10 
third parties did not become viral, and il was 
easier to monitor such contacts-. 

Second, because sodal media is in Its In­
fancy, nOfTn$ dlat govern the use of the lech­
nology have not been developed and em­
ployees may not understand how easy it is 
to inadvertently reveal confidential informa­
tion. Without proper education, employees 
can give away trade secrets with an innocent 
Facebook post, tweet or [jokedln announce­
menl. These posts, although 001 meant 10 be 
a renection of the organization at large, can 
mOke die company liable. 

SimUarly, the improper use of trademarks 
by an employee on a socia\ media website 
can cause great hann. Trademark owners 
traditionally have gone to great lengths 10 
ensure their marks are not diluted and no 
longer serve to distinguish the business's 
goods or services. 

One of the ways this can happen is for the 
trademark 10 become generic, Inslead of 
being associaled with a particular brand of 
goods or services, it becomes synonymous 
with tl)e goods or services themselves. Esca­
lator, aspirin, kerosene and trampoline all 
began Ufe as trademarks before becomill/l 
nouns for a type of product. II is important 10 
make sure dial employees and third parties 
are nol using valuable trademarl<s as nouns. 

In the abbrevialed world of Twitter, II I, 
far easier to refer to a product in abbreviated 
form using only its trademark than 10 de­
scribe the product in full, Why would peopl' 
refer 10 Thermos brand vacuum bottles wher 
they can simply catI them "thermoses"? 

These potential problems do not go awa} 
for businesses If they are ignored. Compa 
nies must educate employees about the po 
lentlal risks relalod 10 the use of social modi> 
and provide guidelines for reprimands ane 
termination if necessary. 

Employees must understand thaI trod. 
secret protection can be lost through inap 
propriate disclosure of confidential informa 
tion and trade secrets cannot ever be usee 
in connection with online pladonns. Th, 
policy must alw create dear expectatiOll8 fo 
the employees and detaU who is authorize< 
to speak on behalf of the company. It is crin 
cal for a social modi. policy to be update, 
regularly to reflect changes. 
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